Robust Correlation of Encrypted Attack Traffic

through Stepping Stones by Flow Watermarking 
ABSTRACT

INTRODUCTION:

Network-based intruders seldom attack their victims directly from their own computer. Often, they stage their attacks through intermediate “stepping stones” in order to conceal their identity and origin. To identify the source of the attack behind the stepping stone(s), it is necessary to correlate the incoming and outgoing flows or connections of a stepping stone. To resist attempts at correlation, the attacker may encrypt or otherwise manipulate the connection traffic. Timing-based correlation approaches have been shown to be quite effective in correlating encrypted connections. However, timing-based correlation approaches are subject to timing perturbations that may be deliberately introduced by the attacker at stepping stones. We propose a novel watermark based correlation scheme that is designed specifically to be robust against timing perturbations. Unlike most previous timing-based correlation approaches, our watermark-based approach is “active” in that it embeds a unique watermark into the encrypted flows by slightly adjusting the timing of selected packets. The unique watermark that is embedded in the encrypted flow gives us a number of advantages over passive timing-based correlation in resisting timing perturbations by the attacker. In contrast to the existing passive correlation approaches, our active watermark-based correlation does not make any limiting assumptions about the distribution or random process of the original interpacket timing of the packet flow.
EXISTING SYSTEM:
NETWORK-BASED attacks have become a serious threat to the critical information infrastructure on which we depend. To stop or repel network-based attacks, it is critical to be able to identify the source of the attack. Attackers, however, go to some lengths to conceal their identities and origin, using a variety of countermeasures. As an example, they may spoof the IP source address of the attack traffic. Methods of tracing spoofed traffic, generally known as

IP trace back has been developed to address this countermeasure. Another common and effective countermeasure used by network-based intruders to hide their identity is to connect through a sequence of intermediate hosts, or stepping stones, before attacking the final target. For example, an attacker at host A may telnet or SSH into host B, and from there, launch an attack on host C. In effect, the incoming packets of an attack connection from A to B are forwarded by B, and become outgoing packets of a connection from B to C. The two connections or flows are related in such a case. The victim host C can use IP trace back to determine the second flow originated from host B, but trace back will not be able to correlate this with the attack flow originating from host A. To trace attacks through a stepping stone, it is necessary to correlate the incoming traffic with the outgoing traffic at the stepping stone. This would allow the attack to be traced back to host A in the example.
PROPOSED SYSTEM:

Watermark-Tracing Model:
The watermark-tracing approach exploits the observation that interactive connections (i.e., telnet, SSH) are bidirectional. The idea is to watermark the backward traffic (from victim back to the attacker) of the bidirectional attack connections by slightly adjusting the timing of selected Packets. If the embedded watermark is both robust and unique, the watermarked back traffic can be effectively correlated and traced across stepping stones, from the victim all the way back to the attacker. As shown in Fig. 1, the attacker may connect through a number of hosts (H1; . . .; Hn) before attacking the final target. 
Assuming the attacker has not gained full control on the attack target, the attack target will initiate the attack tracing after it has detected the attack. Specifically, the attack target will watermark the backward traffic of the attack connection, and inform sensors across the network about the watermark. The sensors across the network will scan all traffic for the presence of the indicated watermark, and report to the target if any occurrences of the watermark are detected. Since the backward traffic is watermarked at its very source—the attack target, which is not controlled by the attacker, the attacker will not have access to an unwatermarked version of the traffic. This makes it difficult for the attacker to determine which packets have been delayed by the watermarking process, running at the target.
MODULES:

There are totally 4 modules in this project

·  Topology Module
·  Node Details Module
·  Packet Forwarding Module

·  Trace Back Module 

SOFTWARE REQUIREMENTS:            
· Operating System

:Windows xp/vista/7
· Technology


: JDK 1.6
· Front End


: Java Swing
· Database


: MySql
HARDWARE REQUIREMENTS: 

·  Processor 


: Any Processor above 500 MHz
·  RAM



: 512 MB

· Hard Disk


: 10 GB

· Input Device


: Standard Keyboard & Mouse
·  Output Device

: VGA & High Resolution Monitor
